
Daily Substitutes: Guidelines for Actively  
Monitoring Students in a Digital Environment 

 

What is active monitoring?   

Active monitoring refers to a management technique that allows the teacher/ substitute to be visible 
around the classroom.  It is managing student behaviors by walking around.  Below are three key 
guidelines to keep in mind when you are subbing in a classroom where students use district 
computers and/or devices brought from home. 

3 Guidelines for Actively Monitoring  
Students in a Digital Environment 

 
 
 

 
 

 
 

1.  Consult the teacher’s lesson plan—does 
the lesson require the use of technology 
devices? If the plan calls for device use, 
students are able to use devices to 
access the digital environment. 

 
 
 

 
 

 

 
 
 

2. Walk around the classroom.  Moving 
around the classroom allows the 
substitute to monitor from all angles of 
the classroom. 

 
 

 

 
 
 
 
 

 
 

3. Scan the device screens to ensure 
students are working on assigned work.  
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   Acceptable Use Policy (AUP) 
  Staff Responsibilities for Using Alief ISD District Technology 

The use of Alief ISD electronic devices, computer systems and  networks, software, and Internet is to support research 
and education in and among academic institutions by providing access to unique resources and the opportunity for 
collaborative work.  Content residing on district owned resources is property of Alief ISD.  The use of Alief ISD electronic 
devices, computer systems, computer networks, software, and Internet is a privilege, not a right, and inappropriate use 
will result in a cancellation of those privileges.  Illegal activities are strictly forbidden. All information including electronic 
mail (email) is not guaranteed to be private.  Messages relating to or in support of illegal activities may be reported to 
the appropriate authorities.  The campus and central administrative team will deem what is inappropriate use, and their 
decision and the consequences are final. Appropriate use of digital resources and devices must follow all requirements, 
approval processes, and guideline statements set forth in the Responsible Use Practices Guideline document and the 
Bring Your Own Device Policy.  “Alief ISD will educate all students about appropriate online behavior, including 
interacting with other individuals on social networking websites and in chat rooms and cyberbullying awareness and 
response.”

Network Standards 
1. Using the network resources in such a way that would disrupt the use of the network is prohibited.
2. Training and monitoring students in the safe and proper use of both internet and network resources and

Student AUP, RUP, and BYOD.
3. Revealing personal information of yourself or others is prohibited.
4. Logging off or locking the device when your session is complete.
5. Sharing your district issued username and password is prohibited.
6. Learning proper network navigation techniques to facilitate printer selection, document saving, and data

confidentiality.
7. Using personal cell phones or devices must adhere to the district Bring Your Own Device Policy and campus

guidelines.
8. Minimum technology competency skills are an expectation.
9. Use and connectivity to Alief BYOD network is only for instructional purposes.
10. District reserves the right to delete potentially harmful content identified on any device utilizing district

networks or resources.

Use of Data 
1. Access, utilize, and store confidential data responsibly.
2. If any device storing data is lost or compromised in any way, report immediately to a campus administrator.
3. The district reserves the right to remove any inappropriate or potentially harmful data from any media storage

device that is being used in the school environment.
4. Use strong passwords and follow network etiquette to secure sensitive data.
5. Do not allow access to others by placing student information on unsecured network devices/ personal

devices/or cloud storage.
6. When using a BYOD device, all student data and pictures must be deleted daily.
7. Protect confidentiality and act responsibly when accessing data or resources.
8. Protect Staff and Student identifiable data from misuse.
9. Do not falsely manipulate/alter or misrepresent data.
10. It is a violation to knowingly attempt to access resources at work that you don’t have permission to utilize as

part of your job function.
11. It is your responsibility to report instances where you have access to data/resources that are not part of your job

function.

Email Use 
1. Email is a district service and is to be used for instructional and administrative purposes.
2. Group mailing to the whole staff must first be cleared with the administrator to ensure appropriateness.
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3. Sent messages cannot always be retrieved.  Be just as careful when sending e-mail as you would be in
committing to paper your thoughts or reactions.

4. Be polite. Messages typed in all capital letters are the computer equivalent of shouting and considered rude.
5. Using inappropriate language such as swearing or vulgarity, or ethnic or racial slurs, or obscene pictures is

prohibited.
6. Pretending to be someone else when sending/receiving messages is prohibited.
7. Board policy can be viewed at: http://pol.tasb.org/Policy/Search/584?filter=email%20use
8. Student email is a district service and is to be used instructionally upon teacher training.

Internet Acceptable Use 
1. Access only course related materials for educational purposes.
2. Credit all resources appropriately when utilizing information accessed (observe all copyright guidelines).
3. Train students in the proper use of all Internet resources.
4. Train students to be responsible digital citizens, to report cyber bullying, and to consider the consequences of

their digital footprint.
5. Convey to students expectations for appropriate use.
6. Convey to students consequences for inappropriate use such as: cyber bullying, off-task behavior, impolite or

abusive language, accessing unapproved sites, sending/printing material or information without permission.
7. Monitor student use to keep students on task and maintaining focus.
8. Supervise student use and intervene when necessary to ensure appropriateness of materials being accessed.
9. Follow school procedures for preventing unauthorized use.
10. Campus must maintain student/parent/staff agreement forms on file.
11. Use of extended opportunities for internet access, such as sites currently blocked by the filter, requires

following all requirements, approval processes, and guidelines including understanding statements set forth in
the Responsible Use Practices guideline document.

Restrictions 
1. Installing programs to the district’s network system without appropriate authorization is prohibited.
2. Copying and distributing unauthorized materials such as, but not limited to, video, audio, and image files is

prohibited.
3. Use of district equipment for personal financial gain is strictly prohibited.
4. It is prohibited to use any personally owned electronic devices, such as, but not limited to, computers, mobile

tablets, printers, scanners, projection devices, or wireless network cards for instructional or administrative use
on school property without following guidelines and training requirements established by the district.

5. Damaging and vandalizing any electronic devices, computer systems or computer networks is prohibited.
6. Staff assumes responsibility for damage, theft or loss of equipment taken off school property.
7. Printing non-work related related materials is strictly prohibited.
8. Accessing and using non-district provided email at work using district resources during work hours is strictly

prohibited.
9. Unprofessional use of personal devices at work is prohibited.

Violations of the above may result in disciplinary actions and/or loss of access privileges. 

District Training 
1. All new staff members are required to take online professional development training covering digital citizenship,

tools and resources facilitated by Instructional Technology.
2. All staff members are required to review the AUP and RUP annually and have current signature pages of

compliance on file at the campus and/or department level.
3. All staff utilizing extended opportunities for device use and internet access opportunities must

 

http://pol.tasb.org/Policy/Search/584?filter=email%20use
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meet minimum technology competency standards and follow all requirements, approval processes and 
guidelines including understanding statements set forth in the Responsible Use Practice Guideline document 
and Bring Your Own Device Policy. 

Substitutes 

Daily Substitutes 
1. No network, email, and computer access allowed.
2. Students are allowed to access devices while a substitute is present if the student is accessing 

instructional resources and content assigned by their classroom teacher. 
3. Substitutes must complete AUP and RUP training as part of their on-boarding and have signature form on 

file with the Substitute Office.
4. Substitutes follow the Daily Substitutes: Guidelines for Actively Monitoring Students in a Digital 

Environment to ensure students access instructional resources.
5. Teachers must never give a substitute their login or password information under any

circumstances. 

Long Term Substitutes & Student Teachers 

1. Network and email access allowed.
2. Must follow Staff AUP and RUP guidelines where appropriate, and have signature form on file.
3. Remote access/terminal server access is not allowed.
4. Grade book access

a. Will have access to teacher’s online grade book and is expected to enter grades.

Visiting Instructors 
1. Network access only.
2. Must follow Staff AUP and RUP guidelines and have a signature form on file.
3. Email access, online grade book, and remote access/terminal server access is not allowed.

Family Engagement Center Visitors 

1. Family Engagement Center visitors will log in with the district-issued parent center login account.
2. Must follow Staff AUP and RUP guidelines and have a signature form on file.

Disclaimers 

 Alief ISD makes no warranties of any kind, either expressed or implied, for the provided access.

 The staff, faculty, school, and Alief ISD are not responsible for any damages incurred, including but not limited
to, loss of data resulting from delays or interruption of service, for the loss of data stored on Alief ISD resources.

 The staff, faculty, school, and Alief ISD are not responsible for information obtained through district network
resources resulting in criminal or terrorist activities.

 Alief ISD is not responsible for damage or theft of any personally owned devices.
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Alief ISD Responsible Use Practice Guidelines (RUP) for Professional Staff Use 

Updated July 2019 

Alief ISD has prepared this Responsible Use Policy (RUP) document to complement, support, and clarify the existing AISD AUP 
which remains the policy of the district and in accordance with the Children’s Internet Protection Act (CIPA) and all applicable 
requirements. CIPA requires districts participating in the E‐rate program to adopt and monitor an Internet safety policy that 
blocks or filters inappropriate Internet access to minors. “Alief ISD will educate all of our students about appropriate online 
behavior, including interacting with other individuals on social networking websites, and in chat rooms and cyberbullying 
awareness and response. “  

Purpose: To articulate a common vision for technology integration and responsible digital citizenship in the district. 
Our expectation is that technology resources will be used to enhance the learning environment while developing 21st century 
skills.  

BELIEF STATEMENTS  

Digital Literacy/Digital Citizenship: We believe that by developing good digital citizenship and practices in our learning 
community, we will be preparing our students to be global communicators, collaborators and creative, critical thinkers.  

Academic: We believe the integration of technology aligned with rigorous curriculum standards and higher level critical 
thinking skills will positively impact how students learn and how teachers support learning.  

Professional Development: We believe that ongoing, continual and tiered training resources and opportunities for all 
stakeholders will support and promote the effective use of technology in the classroom and will move instructional practices 
into engaging, student‐centered learning communities incorporating 21st century skills.  

Environment: We believe technology rich classroom environments which include all forms of instructive and communicative 
media will provide for the integration and use of technology, which will promote student‐centered learning environments 
that foster student engagement and academic growth.  

UNDERSTANDING STATEMENTS 

Safety:  

 I am responsible for any electronic device when it is logged on and will log off or lock it when I am away from my desk.  

 As a good digital citizen, I will use technology in a meaningful, safe, and responsible way.  

 I understand the district uses filters to protect district users from illegal and defamatory materials, and it is my 
responsibility to notify the district of objectionable material.  

 I will be an active moderator of online materials and conversations on discussion boards, blogs, etc.  

 I understand that only students with proper authorization should be allowed to access the network.  

 I will use safe and civil behavior in all online communications.  

 I will respond consistently and appropriately to situations involving inappropriate use, cyber bullying, sexting, etc.  

 I understand that I have a responsibility to monitor with fidelity the use of technology with students.  

 I will protect student privacy by only using secure district servers to store all student information.  

 I will delete any student information from my personal device daily to protect privacy.  

 I will abide by CIPA regulations in order to protect students from exposure to inappropriate material and will consider 
age appropriateness and learning objectives in my decisions.  
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Updated July 2019 

Productivity:  

 I will use technology resources productively, appropriately, and in alignment with the AUP.  I will not use district 
resources for political advertising, or for promoting commercial goods or services for personal gain.  

 I will only use my personal device with students when it is instructionally sound.  

 I will follow all District guidelines in the proper use of electronic devices, printers, server space, video or audio 
streaming, and network bandwidth.  

 

Responsible Use: 

 I understand the potential risk of viruses and spyware and will use extreme caution when using district network 
resources.  

 I will keep myself updated by continuing to take professional trainings.  

 I will model safe and civil network use by always conducting myself in a professional manner.  

 I understand that if using a personal device, I am responsible for it and learning how to use it, and that Alief ISD has 
no liability in case of theft, loss, or damage. 

 I understand that I do not have the right to post pictures or information about my students on any personal media 
sites. 

 I understand that when I log in to district purchased programs at work or home that I will follow the AUP guidelines.  
 

Digital Citizenship: 

 I will use technology in accordance with the laws of the United States and the State of Texas as they relate to libel, 
copyright and, and criminal acts.  

 I understand that my passwords are private. I will not allow others to use my account name and password, or try to 
use those of others.  

 I understand that my school network and email accounts are owned by the District and are not private. Alief ISD has 
the right to access my information at any time.  

 I will not open any information or data on my personal device that is not suitable for access in Alief ISD.  

 I understand that my online activities can reflect upon Alief ISD.  

 I understand that what I do on social networking websites should not reflect negatively on fellow employees or 
students.  

 I understand that I will be held responsible for how I represent myself, my school, and district on the Internet.  

 I understand that most of what I do on the Internet is creating my “digital footprint”, which is forever.  
 

Environment: 

 I will take advantage of opportunities to continually educate myself about responsible use practices and the ethical 
use of information, including appropriate online behavior, interacting with other individuals on social networking 
websites, and in chat rooms and cyberbullying awareness and response.  

 I will model for students and colleagues responsible behavior by abiding by all guidelines for using technology in 
safe, meaningful, and responsible ways.  



Rev. 8/2017 - Alief Copy 

Alief ISD Staff 

AUP-RUP Signature Page 

I have participated in the district AUP-RUP training and have been informed of the District 

Acceptable Use Policy and the Responsible Use Guidelines.  I understand and will abide by both the 

AUP policy and the RUP Guidelines, including acceptable and responsible use of YouTube. Should I 

commit a violation, I understand that the consequences of my actions could include suspension of 

computer privileges, disciplinary action, and/or referral to law enforcement. 

Termination of Account- An employee’s access to and use of, the Alief ISD Network system may be 

terminated by misuse of e-mail or other resources on the Network. Accounts that are inactive for 

more than ninety (90) days may be removed along with that employee’s files without notice given to 

the employee. Accounts are automatically disabled and deleted when an employee resigns from the 

district. Any account may be terminated by Alief ISD at any time.  

Employee’s Full Name (please print) 

Signature 

Date 



Rev. 8/2017 - Employee Copy 

Alief ISD Staff 

AUP-RUP Signature Page 

I have participated in the district AUP-RUP training and have been informed of the District 

Acceptable Use Policy and the Responsible Use Guidelines.  I understand and will abide by both the 

AUP policy and the RUP Guidelines, including acceptable and responsible use of YouTube. Should I 

commit a violation, I understand that the consequences of my actions could include suspension of 

computer privileges, disciplinary action, and/or referral to law enforcement. 

Termination of Account- An employee’s access to and use of, the Alief ISD Network system may be 

terminated by misuse of e-mail or other resources on the Network. Accounts that are inactive for 

more than ninety (90) days may be removed along with that employee’s files without notice given to 

the employee. Accounts are automatically disabled and deleted when an employee resigns from the 

district. Any account may be terminated by Alief ISD at any time.  

Employee’s Full Name (please print) 

Signature 

Date 
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